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St. Andrew’s Schools is committed to providing an inspiring educational environment in which each child 
is known, understood, challenged, and empowered to strive for the highetst. The school is also 
committed to providing technology education to prepare students for the future.  In accordance with the 
rules of the Responsible Technology Use Policy (hereby referred to as the RTUP) set forth below, access 
to technology is provided to all students, faculty, staff, and administration (collectively referred to as 
“users").  
   
Types of Access Provided  
   
St. Andrew's Schools provides a number of resources for use by all users.  These may include short-term 
loaner computers, printers, scanners, digital cameras, still and video cameras, network services, school-
subscribed informational databases, an email account, and Internet access.   
   
Minimum Computer Specifications  
   

• Apple portable computer not entering more than its 4th year of use  
• Software Requirements: Operating system (OS) version should be at least 10.12.5 – Sierra, Video 

Editing Software (such as iMovie) 
• Hardware Requirements: Minimum of 4 GB RAM, 20 GB free hard drive space, and a functional 

battery (defined as lasting at least 1 hour) 
• Recommended: AppleCare 3 year extended warranty – screen protection or other equivalent as 

offered through other vendors is highly recommended  

Agreeing to St. Andrew's Schools’ Responsible Technology Use Policy  
   
Before any student is permitted to use St. Andrew's Schools' network or technology while on campus 
(before, during, and after school), she and her parents must read, understand, and agree to abide St. 
Andrew's Schools' RTUP.  The student is then responsible for following all guidelines set forth in the 
policy and will be held accountable for any and all violations.  Consequences may include loss of network 
privileges while on campus.  A copy of this RTUP can be found in the Parent-Student Handbook and on 
the Portal.  The term “school network” will herein describe any computer services provided by the school 
including but not limited to Internet, file sharing, database, and portals.  
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Privacy and Confidentiality   
 

• The Technology Department requires all computers on campus to be registered at the beginning 
of each school year. Computers purchased during the school year must be registered with the 
Technology Department.  

• Part of the registration process includes the creation of a St. Andrew's Schools administrator-type 
account on all computers. This account is required and ensures that Technology Department 
personnel have the means to retrieve lost data and troubleshoot student computers if necessary.  
For example, if a student forgets her computer password, a password can be reset through the 
administrator account.  This administrator account and password must not be tampered with.  

• The Technology Department may access computers at any time without notification.   
• There should be no expectation of privacy when using computers on campus or when using the 

school’s network or computers on or off campus.   
• Users will not share passwords available to only St. Andrew's Schools users (library database 

passwords or subscription web sites like BrainPop).  
• Users will not share user passwords or betray confidential information received through means of 

the school’s network.  For example, using another student's login and password to gain access to 
her server space.  

• Each student is required to have a functional computer at school each day.  Students are not 
allowed to use another student’s computer at any time on campus.  This ensures that users 
who violate the RTUP are held accountable.  

• Students will respect St. Andrew’s Schools’ administration, staff, faculty and students in digital 
format, be it written words or images.  This is a safety measure so that all St. Andrew's Schools 
administration, staff, faculty and students are kept safe and not harassed.  

• Students should not upload images, video, or audio to any external website (i.e. YouTube, social 
networking web sites, etc.) that displays or conveys identifying information about St. Andrew’s 
Schools without express written permission from the school’s administration.  Violation of this 
requirement may result in suspension or expulsion as it compromises student and staff safety.  

   
Intellectual Property and Copyright  

• Users must abide by copyright law and may not take credit for intellectual works (music, images, 
text) that do not belong to them.  

• Cell phones and digital cameras may not be used to disseminate images of the school, 
administration, staff, faculty or students, classroom activities, coursework, or instructional 
deliveries without express permission of the faculty/staff member and the administration.  

• Duplicating copyrighted files (music, video, etc.) is a violation of copyright law.  

 
Censorship   

• The School Internet is for educational purposes only: Educational purposes include class or club 
assignments.   

• Generally, Internet and network filters will not be employed on the network.  However, if a certain 
site is being used inappropriately, the school may block that particular site.  

• Online discussion boards/communities, chatting, instant messaging, social networking, and 
proxies may not be accessed on campus at any time.  
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• The administration, faculty, and staff will reasonably monitor students’ computer activity.  Not all 
activity can or will be monitored.  

• Closing a computer when approached by administrator, faculty or staff member will be 
considered an admission of guilt and consequences will ensue.  

• Administration, faculty, and staff will work to educate students about appropriate and 
inappropriate use of the Internet and help students learn to make responsible choices.  

Liability  
• St. Andrew’s Schools does not guarantee the secure electronic transmission of files.  
• The school does not guarantee the authenticity or quality of information obtained through the 

network.   
• The school will not be liable for data stored on the network if it is lost, stolen, damaged, or 

unavailable due to difficulties, technical or otherwise.  
• If a student breaks any laws (i.e., copyright law), that student may be prosecuted to the full extent 

of the law, and the school will not be held liable.  
• Children's Online Privacy Protection Act (COPPA) - COPPA applies to commercial companies and limits 

their ability to collect personal information from children under 13. By default, advertising is turned 
off for St. Andrew’s Schools’ presence in Google Apps for Education. No personal student information 
is collected for commercial purposes. This permission form allows the school to act as an agent for 
parents in the collection of information within the school context. The school's use of student 
information is solely for education purposes (COPPA – http://www.ftc.gov/privacy/coppafaqs.shtm).  
 

Management of Resources  
• Resources provided by St. Andrew's Schools are a privilege, not a right, and can be withheld for 

any reason set forth by the administration.  
• Resources will be allocated on a first-come, first-served basis, with preference given to teachers 

and students who are working on school projects.  
• The student agrees to respect all equipment belonging to the school or to other students.  
• Google Apps for Education is a web-based tool for our students and staff. It may be accessed from 

any computer connected to the Internet. This education version of Google Apps provides a self-
contained environment for students and staff to create and store school work, collaborate and 
share information, as well as publish some resources publicly. The education version is also ad-
free and data is only used to improve GAFE services. You can find the GAFE Terms of Service here: 
http://www.google.com/apps/intl/en/terms/education_terms.html  

• The features and options used by students will be based on grade level and requirements for 
coursework. Student accounts may include Drive, Docs, Sheets, Slides, Drawings, Classroom, 
Gmail, Sites, Calendar, Blogger, YouTube, Maps, and Earth. Email, if available to your student, can 
only be sent to or received from others with district accounts. YouTube is blocked by the district 
Internet filter but accessible by teachers or from home. Teachers can also request that students 
have access to YouTube for directed projects. Teachers will provide initial instruction prior to 
using any Google Apps.  

• St. Andrew’s Schools does use additional web resources, like Canvas, BrainPOP, Google Apps for 
Education, IXL, etc. to supplement the curriculum.   
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Financial Responsibility  

• Students will be held financially responsible for the damage or loss of school-owned equipment 
loaned to them.  

• Students will be held financially responsible for the damage or loss of equipment they use 
belonging to other students.  

• Parents will be billed for all repair costs for equipment damaged by their daughter as a result of 
misuse or negligence.  

• Parents will be billed for all costs to replace any equipment lost or stolen on or off campus.  
• Students must return loaner computers as soon as possible. Parents will be assessed a fee if a 

student has a loaner computer longer than one quarter. 
• Students should not leave costly items, such as computers, unattended at any time.  These items 

may not be stored in lockers or gym lockers overnight.  
• If an unattended computer is found, it will be turned in to the Technology Department.  A fine of 

$10 will be collected by the Technology Department.  

Email  
• Students in grades 4–12 will be issued a school e-mail account.  This e-mail account should only 

be used for school-related purposes.  
• Students may check their school e-mail account before and after school, and during breaks and 

lunch. Students may check email during class time ONLY if given express permission by her 
teacher.  

• Students are NOT allowed to access non-school e-mail accounts on campus at any time, on any 
device. 

• All data transmitted by e-mail is considered public information and may be inspected as such, 
regardless of labeling and other laws.  Users should bear this in mind when creating electronic 
mail documents.  

• St. Andrew’s Schools does not monitor e-mail content.  It does have the authority, however, to 
inspect the contents of school computers, files, or mail on its system for any business, legal or 
disciplinary purpose.   

• If unwanted electronic mails are received, or if problems arise with school e-mail accounts, the 
Technology Coordinator should be contacted.  

Answers to Common Questions about the RTUP   
   

• Students may use music software for listening to music only before school, during lunch, during 
open periods, and after school.  This does not include streaming music (i.e., iTunes Radio, Spotify, 
blast.fm, iHeartRadio, etc.). 

• Students may listen to their personal portable music player or computer during class ONLY with 
express permission from their teachers.  All devices must be used with headphones, and be 
inaudible to anyone sitting next to the student.  

• Students are not allowed to watch movies, television shows, or music videos on their computers 
or other devices (including iPods and cell phones) during school hours (7:45am-3:00pm).  

• Regardless of the device (ex. Computer, smartphone, iPod Touch) or network used, students 
should abide by all rules outline in this RTUP while on campus.  
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• Switching of networks (from St. Andrew's Schools' network to another open network broadcast 
from neighboring buildings) or utilizing other wireless networks (i.e., personal wireless Internet 
access via cell phones or other devices) are not allowed at any time on campus.  

• Students should not run software updates, download iTunes or other large files, or stream media 
(i.e., music, video, etc.) while on campus.  

• No file sharing of copyrighted materials is allowed at any time on campus.  
• Students may play games (installed on a computer, smartphone iPod Touch etc., or online) for 

educational purposes (i.e., SuperTux is not allowed, however, Typer Shark is). 
• Students are not allowed to go on web sites that are not related to class or club activites.  For 

example, if a teacher asks students to shop comparatively for homes for a class project, this is 
permissible as it pertains to a class assignment.  However, if a student is shopping for a prom 
gown during a class, it is not allowed.  

• When in doubt or when a possible exception to the rules arises, ask the Technology Department 
or school administrators.  Never assume or guess at the interpretation of rules.  

Implementation and Consequences for Misuse  
• If any user is found to have violated any of the policies set forth in the Responsible Technology 

Use Policy, the incident will be considered a major violation and will be reported to the Principal.  
• If the student is found to have broken any state or federal laws or compromised the network in 

any way, legal action may be taken with no liability upon St. Andrew’s Schools.  
• Any changes to the RTUP during the school year will be announced via the Daily Bulletin and will 

run for one week.  

 


